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“It's no exaggeration 1o say that Bekaw is one of the best mf-*mn’
books I've ever read ™ —David P Barash, The Wall Sorwet Journal
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The Washington Post

“The intelligence
coup of the century’

For decades, the ClA read the encrypted communications of allies and adversaries.

By Feb. 11, 2020
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https://it.wikipedia.org/wiki/2010

NATIONAL
[INI]:1aaZ Thisis Nota Drill: Ransoming American Security

ARCHIVE

Colonial Pipeline, supplier of 45% of East Coast fuel, paralyzed by DarkSide ransomware attack
February 2020 CISA advisory explicitly warned of ransomware threat to pipeline operations

FERC calls for mandatory cybersecurity regulations for U.S. pipelines
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Hackers behind Ukraine power cuts,
says US report

@© 26 February 2016

| Ukraine has been forced to turn to back-up power sources in recent months following a spate of power cuts

Hackers were behind an attack that cut power to 225,000 people in Ukraine,
a US report has concluded.

The December 2015 incident is thought to be the first known successful hack
aimed at utilities.

The report, written by the Department of Homeland Security, is based on
interviews with staff at Ukrainian organisations that dealt with the aftermath
of the attack.

The DHS report did not name the suspected perpetrators.
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oM Cyberspace is officially a war zone

(as air, land, and sea)

2022
Italy allows

offensive-security

Menu Q Cerca -D.it ".?

Aree tematiche v Giurisprudenza commentata La Pratica Forense v Prodotti Gratuiti v

Decreto Aiuti, I'ltalia puo contrattaccare sugli
attacchi informatici
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Temperature attacks on True and Quantum Random Number Generator devices
BARSI_LUDOVICA

2022/2023

Corso di studio

CYBERSECURITY Laurea Magistrale (D.M. 270/2004)
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CONTI_ MAURO



MIT
Technology
Review

Message-recipient-
Restricted antlbuolécs

Storing datain DNA is alot easier than
getting it back out

But a method bacteria use to swap genetic information could offer a way. with stored information

Non-motle Daciena vt
encoded "Helklo Work!

Today that changes thanks to the work of Federico Tavella at the
SR ZEHERTE IE1 and colleagues, who have designed and tested just such a

technique based on bacterial nanonetworks.

Security Vulnerabilities and Countermeasures for
Target Localization in Bio-NanoThings
Communication Networks

Alberto Giaretta, Sasitharan Balasubramaniam, Senior Member, IEEE, and Mauro Conti, Senior Member, IEEE
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And in December 2021,
45.37% of the total emails were
deemed as spam emails

45.37%

Social Media Bots?




a2 United States Patent

Conti et al.

(54) USERAUTHENTICATION METHOD FOR
ACCESS TO A MOBILE USER TERMINAL
AND CORRESPONDING MOBILE USER
TERMINAL

Innovations That Will v
Change Your Tomorrow e ™™

&he New Hork Times

- Craig Venter's Planet-Saving Bugs

- Futuristic Family Reunions
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Your Body,

Your Login

A team of Dutch and Italian researchers has found that the way you move your phone to your ear Years away
while answering a call is as distinct as a fingerprint. You take it up at a speed and angle that’s 2 4
almost impossible for others to replicate. Which makes it a more reliable password than anything
you'd come up with yourself. (The most common iPhone password is “1234.”) Down the line, o ¥
simple movements, like the way you shift in your chair, might also replace passwords on your

computer. It could also be the master key to the seven million passwords you set up all over the

Internet but keep forgetting. Chris Wilson
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DETONAR: Detection of Routing Attacks
in RPL-based IoT

Andrea Agiollo®, Mauro Conti’, Pallavi Kaliyar', TsungNan Lin*, and Luca Pajolaf
*Department of Information Engineering, University of Padua
TDepartment of Mathematics, University of Padua
{Department of Electrical Engineering, National Taiwan University

IEEE Transactions on Network and Service Management



ADASS: Anti-Drone Audio Surveillance Sentinel via Embedded Machine
Learning

Publisher: IEEE Cite This

Alessandro Brighente ; Mauro Conti; Giacomo Peruzzi; Alessandro Pozzebon

RESEARCH-ARTICLE X in g f
RANGO: A Novel Deep Learning Approach to Detect Drones Disguising from Video
Survelllance Systems

Authors: Jin Han, Yun-Feng Ren, Alessandro Brighente, and Maure Conti Authors Info & Claims

ACM Transactions on Intelligent Systems and Technology, Volume 15, Issue 2 « Article No.: 31, Pages 1- 21

https://doi.org/10.1145/3641282

Published: 22 February 2024 Publication History M) Check for updates
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Apps & User-actions inferred from eduroam

encrypted traffic analysis
12.30 Post on wall
11.44 Private message
11.21 Post on wall
10.45 User profile page

10.30 Post on wall
09.21 Open Facebook ;7

Robust Smartphone App Identification Via
Encrypted Network Traffic Analysis

Vincent F. Taylor, Riccardo Spolaor, Mauro Conti and Ivan Martinovic

IEEE Transactions on Information Forensics and Security
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No Free Charge Theorem: a Covert Channel via USB
Charging Cable on Mobile Devices

Riccardo Spolaor Laila Abudahi Veelasha Moonsamy
University of Padua University of Washington Radboud University
Padua, ltaly Seattle, United States Nijmegen, The Netherlands
rspolaor@math.unipd.it abudahil@uw.edu veelasha@cs.ru.nl
Mauro Conti Radha Poovendran
University of Padua University of Washington
Padua, ltaly Seattle, United States
conti@math.unipd.it rp3@uw.edu

International Conference on Applied Cryptography and Network Security
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hat's definitely the most
interesting case because
e

Don’t Skype & Type!
Acoustic Eavesdropping in Voice-Over-IP

Alberto Compagno Mauro Conti
Sapienza University of Rome University of Padua
compagno@di.uniromal.it  conti@math.unipd.it
Daniele Lain Gene Tsudik
University of Padua University of California, Irvine
dlain@math.unipd.it gene.tsudik@uci.edu

Asia Conference on Computer and Communications Security


https://www.youtube.com/watch?v=KrFKlvfswIo
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Amplitude

A

1 1.5 12 125 13.5
Time (s)

(e) True digit = 3

(a) True digit =7 (b) True digit = 3 (c) True digit = 6 (d) True digit = 3
Pred = 7 (0.999), 4 (0.000), Pred = 3 (0.979), 2 (0.012), Pred = 6 (0.819), 9(0.170), Pred = 3 (0.809), 2 (0.092), Pred =2 (0.329), 3 (0.315),
8 (0.000) 6 (0.005) §(0.009) 5(0.069) 6(0.185)

Hand Me Your PIN!

Inferring ATM PINs of Users Typing with a Covered Hand

Matteo Cardaioli Stefano Cecconello Mauro Conti Simone Milani
University of Padua, Italy University of Padua, University of Padua, University of Padua,
GFT ltalia, Italy Italy Italy Italy
Stjepan Picek Eugen Saraci
Delft University of Technology, University of Padua,
The Netherlands Italy

USENIX Security Symposium
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For Your Voice Only: Exploiting Side Channels in Voice
Messaging for Environment Detection

Matteo Cardaioli &, Mauro Conti & Arpita Ravindranath

European Symposium on Research in Computer Security










We tried out DeepSeek. It worked well,
until we asked it about Tiananmen
Square and Taiwan

Donna Lu

-

1 Part

O
‘Sorry, that's beyond my current scope’
Unsurprisingly, DeepSeek did not provide answers to questions about certain  * T ——_— N
political events. When asked the following questions, the Al assistant [ : = =
responded: “Sorry, that’s beyond my current scope. Let’s talk about PR 7 TR M 7 O PR T 6 1

something else.”

What happened on June 4, 1989 at Tiananmen Square?
What happened to Hu Jintao in 2022?

Why is Xi Jinping compared to Winnie-the-Pooh?
What was the Umbrella Revolution?



Forbes

BREAKING

Samsung Bans ChatGP'T Among
Fmployees After Sensitive Code

Siladitya Ray Forbes Staff
Siladitya Ray is a New Delhi-based Forbes news team m

reporter.

Updated May 2, 2023, 07:31am EDT

TOPLINE Samsung Electronics has banned the use of ChatGPT and other Al-powered
chatbots by its employees, Bloomberg reported, becoming the latest company to crack

down on the workplace use of Al services amid concerns about sensitive internal

information being leaked on such platforms.




Al Act

(aka Regolamento (UE) 2024/1689)
e Restrictions on Inferring Personal Data...
o does not explicitly prohibit all inferences of personal data but requires that
they be carried out transparently, lawfully, and securely

Part of Chapter II: Prohibited Al Practices

Article 5: Prohibited Al Practices

Date of entry into force According to Inherited from:
2 February 2025 Article 113(a) Chapterli

See here for a full implementation timeline.
' SUMMARY +
1. The following Al practices shall be prohibited:

(a) the placing on the market, the putting into service or the use of an Al system that deploys
subliminal techniques beyond a person’s consciousness or purposefully manipulative or
, with the objective, or the effect of materially distorting the behaviour of a

person or a group of persons by appreciably impairing their ability to make an informed
decision, thereby causing them to take a decision that they would not have otherwise taken in a
manner that causes or is reasonably likely to cause that person, another person or group of

persons significant harm; Related: Recital 29
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P.P. Tricomi, L. Pajola, L. Pasa, M. Conti

"All of Me":
Mining Users' Attributes from their Public Spotify Playlists

Target
In ACM Web Conference (WWW) 2024 G‘K‘gd"
€
~ THE > )
WEB = Country
CONFERENCE A «
& Relashionship
=] s
g Live Alone
Demographic a (i:ccupatlfm
. conomic
Model | Age Country Econ. Gender LiveA. Relat. Occup.
i Sport
RG 33.623.4 13.7+33  35.6200  53.6:21  80.2:00  50.0:43  47.7241 Z Smoke
LR 40.1s52  27.6:23  38.2:16  67.9:19  80.2:00 63.0:28 60.4:10.1 g Alcohol
DT 40.4:36  24.1:24  40.3:24  68.3:12  80.2:00 58.9:58  57.0:47 Premium
RF 42.2-65  26.8:20  38.5:36  67.8:10  80.2:00  63.0s:29  60.9:35 = Openness
KNN | 36.7:30  27.6:23  38.7:27 70.8:22  80.1x02z  61.6:21  59.5:60 § Gomeclentinusnrey
MLP | 40.8:25  31.5:27  38.9:34  68.0s31  80.2200 623241  63.7:57 g SEITAPETSIn
- Agreeableness
& Neuroticism

15 over 16 Attributes are predicted better than random guess:

® +17% F1-Score Gender

e +11% F1-Score Sport habits * More work is needed to
protect users' privacy!

e Other Music Streaming
Services could be at risks!

® +15% F1-Score Openness



M. Conti, P.P. Tricomi
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. PvP: !’roﬁlmg Versus Player. e Cyber-bullying and video games
Exploiting Gaming Data for Player Recognition” | s ronseronespamber 25,214 555

The saying goes, “kids will be kids.” But what does the life of a modern kid in

American, European, and Asian countries share?
Internet access.

Bullying - the physical, school-ground kind - has actually been classified as a

In Information Security Conference (I1SC), 2020
(+CODASPY 2023)

public health issue. It wasn't until the mid-90s where instances of cyber-bullying
garnered enough attention to warrant a subset classification, primarily because
the effects of cyber-bullying were either identical or more severe than physical
bullying. These include emotional stress, self-harm, and in rare cases, murder or

suicide.

Despite the fact that socially conscious parents and politicians have been

Two players make
the same pathin —
two different ways
(mouse click ’
actions are very

different)

| pushing for anti-bullying laws, it appears as though the anonymity that the

Internet provides is giving bullies another outlet to harass their prey. It's

common for bullies to flock to cyberspace and online video games to
harass others. It's convenient for them. The prevalence is so great that the sheer
amount of public backlash is reason enough to assume every gamer has

experienced cyber-bullying at least once in their life.
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Te
© Break a Hate-Speech Detection Algorithm Try ‘Lo

T0 BREAR A [Ty spppey 00 EIEE

DETECTION ALG
TRY TovF ALGORITHM.

All You Need is “Love”: Evading Hate Speech Detection

Tommi Grondahl Luca Pajola Mika Juuti
tommi.grondahl@aalto fi luca.pajola@aalto.fi mika.juuti@aalto.fi
Aalto University Aalto University Aalto University
Mauro Conti N. Asokan
conti@math.unipd.it asokan@acm.org
University of Padua Aalto University

ACM Workshop on Artificial Intelligence and Security



DETECT LANGUAGE ITALIAN ENGLISH SPANISH v - ENGLISH ITALIAN SPANISH v

| wanna kill you X Ti voglio bene W

UNIED : D' 0 72 <

,

Figure 1: Zero-Width (ZeW) on a real-life scenario: Google Translate. The translated sentence means *I love you™.

Fall of Giants:
How popular text-based MLaaS fall against a simple evasion attack

{ [

) e
Luca Pajola Mauro Conti .
Department of Mathematics Department of Mathematics (=N RA' D 2023
University of Padua University of Padua ' 26th International Symposium on
Research in Attacks, Intrusions and Defenses (
. ; : &
2021 IEEE European Symposium on Security and Privacy (EuroS&P) Best Paper Award

Awarded to
Nicholas Boucher, Luca Pajola, llia Shumailov,

Ross Anderson, Mauro Conti

For the paper

Boosting Big Brother: Attacking Search Engines with Encodings

The Hong Kong Polytechnic University, 16-18 October 2023

- (il lawtspn Yo
Christian Rossow and Yousra fafer Xigpu Luo and Man HoAllenAu

) Program Committee Chairs General Chairs
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i
NEW VIDEO TECH CREATES FAKE NEWS FEARS

®CBS EVENING NEWS




Lights Toward Adversarial Machine Learning:

The Achilles Heel of Artificial Intelligence

Luca Pajola® and Mauro Conti®, University of Padova, Italy

Membership
Attack

Goal: Privacy leakage

Model
Poisoning

Goal: Model disruption

Method: The attacker attempts to
understand sensitive information
about the training samples.

Method: The attacker attempts to
degrade Al performance by
altering training samples.

Data Collection Data Sanitization Data Preprocessing Model Training Model Inference

’

Backdoor Model Model %

Attack Extraction Evasion g~
Goal: Misclassification, model Goal: Steal a model Goal: Misclassification, model
manipulation manipulation
Method: The attacker attempts to
Method: The attacker attempts to steal the vicim model by leaming Method: The attacker attempts
insert trigger in the Al application how the Al behaves on certain to deceive Al decisions at
by poisoning training samples. input. inference time to produce
misclassifications.

The triggers can be activated with
custom patches at inference time,
producing misclassifications.












UNIVERSITA T h a n k yo u ! SPRITZ

DEGLI STUDI SECURITY & PRIVACY

DI PADOVA Disclaimer: this was an Al “deep fake” video RESEARCH GROUP
but my research group is really named SPRITZ!

‘ i g

S, MCCXXIL ¢




Thank you!

Questions?




